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linux 7] & AHEY

$ history

ls

ls /etc/systemd

ls -a

1s -1

ls *.conf

ls -1 /etc/systemd/b*

+H A A A A

e cd

e pwd

erm

e Cp

e touch

* mv

e mkdir

o rmdir

e cat

¢ head

* tail

e more

e |ess

o file

e Clear

* date, time, cal
e pwd

o vpolZ;|

» I H; grep, tail, wg, sort, awk, sed 5
o 2 A A; >(overwrite), »(append), <, < >
o ALK A

o ZFAMA
o foreground process
o background process
cZBAAWME
o AP WE
o BB ZZAA, AP ZEA A
o ps
o kill
o pstree
o Ol W &
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AR
o systemctl start/stop/restart
o systemctl status
o systemctl enable/disable
470, [lib/systemd/system t] 2l & 2] 4 7l o] & .socket

GRUB; /etc/default/grub

uname -r; A3 W =2l
[etclissue; +EF WA
Isb_release -a

wget
curl

Is -l
o BAFF; d(HHAE),-(LR), b(EF tuto]x), c(FA Hutol ), (P 2)
o 3}9 3 7}4; r(read)w(write)x(execute) & A, 2GA-12-7| € <.
SCEES
e RN
SEDES R
o u}<d = 7](Bytes)
o whA a7 IR/ A 7
o 5+ o) &
chmod; u(user), g(group), o(others)
chown
chgrp
whoami
g3
o Hard link; 91 tlo]HE A4 7127
o Symbolic link; In -s, &
° inodeof T &t o] 3
package
o dpkg -i(-install), -r(-remove), -P(-purge), -I, -L
o apt-get; o &4 &A 3 2,
» apt-get -y install 3] 7] X] o] &
apt-get update
» apt-get remove,
= apt-get purge,
» apt-get autoremove
o apt-cache
= apt-cache show
= apt-cache depends
= apt-cache rdepends

g A&

o XZ

o bzip2

° gzip

o zip / unzip
7 7]

o tar

fri
(o]
F2
[o]
a
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SRR
o find
o which
o whereis
o |ocate

e cron; crond : /etc/crontab
e at

vEY=

e ifconfig

e ifdown

e ifup

e systemctl start/stop/restart/status networking
* nslookup

* ping

e Jetc/resolv.conf; dns Ao AH L} TAE o]
e Jetc/hosts; T4~ E o]E3} FQDNo] S0 9= 3t d
e /etc/network/interfaces

nlm

o] 513

rr
juiss
>,
S
>
ofo

o AEAH 1%

o [etc/passwd; AFgAFo] 5D
letc/group; L&l S Y HE: I FID:E R IFAMS A}
adduser
passwd
usermod
userdel
o chage
o groups
o groupadd
o groupmod
o groupdel
o gpasswd

[¢]

[¢]

[¢]

[¢]

o

e mount / unmount

ol

[Est

$ history

A

A AHD:AFE A AL T FID:E 7P Ry g e e 7] 24
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o 21 oF% (AHEAHAIA)

$ logout
$ exit

o A28 A5 E (root A7)

# reboot
# shutdown -r now
# init ©
ad
HHd|JE BE (49 "1
0 Power Off 8 =
1 Rescue (A|a®l B wT g A} g A R E
2 Multi-User AHEEHA] e
3 Multi-Userl g~ =9 t}= AR A R =
4 Multi-User AHEEA] ke
5 Graphical |23 2= 9] g} 5 A8 AL =
6 Reboot

e AJ~®E 22 (root AA)

poweroff

shutdown -P now

halt -p

init 0

shutdown -P +10 #10¥ = %% (P: poweroff)
shutdown -r 22:00 # 2% 10A]o] 28 (r: reboot)
shutdown -c #9J<kH shutdown 34 (c: cancel)

shutdown -k +15 # @A <3 AL & xJo| Al 1568 T o] 28 YA BREEFAEH AA TE5E= o

rlr

ot FH B H OH H KRR

e raid(Redundant of Inexpensive/Independent Disks)
o S EF
o linear raid
o raid 0; stripping
o raid 1; mirroring, fault-tolerance
o raid 5; parity
o raid 6;
o raid 1+0, 1+6

e quota; /etc/fstab - reboot » quota heck, quotaon/quotaoff » edquota
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bash shell script

e alias
e history
o A4i7)E

e job control 7|5

. 25 0B

a4 7S

« TEIE A 7%

LR

71

e shebang(hashbang)

ki

HOME A AHEAY] F HE E
PATH A std S F=gaEe &
LANG 7|2 A Q= Ao
PWD AHEAES] B A Ay o E & 2
TERM 22 Brd B
SHELL Z A AFE = &
USER A AR}l o] &
DISPLAY X )~z o] o2
COLUMNS A Hujde A=
LINES A g g F,}Jq:
PS1 13 93 TEZE W
PS2 22y =22 E (Y
BASH bash 9] A=z
BASH_VERSION bash ® A
HISTFILE saEe 9o A
HISTSIZE dlaEe o] AHE A5
HOSTNAME |32 E9] o]
USERNAME |37 A}-&3} o] 2
LOGNAME 239 o] 2
LS_COLORS  |Is W&o &=} M4 54
MAIL Hde B A
OSTYPE S AAA e

 export 27 W=7k, printenv

e sh

e echo

e chmod +x

. E‘i-’F

W 4= 71
=3k

. TZ} Al J,°%‘ %E. Xpr\(,\).\*,

o S}}u]E;

$0, $1,

o if ~fi, else

if [ A ]then

we

o e
O EROL
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else
AR S A

case ~ esac, H| &) ¥ Eollvk; *) U A =45
and; -a, &&,
o [A1]&& 412 ]; then
o [\(A1\) -a \(4]2\) ]; then
or; -0, ||
for ~in; ((i=1;i<=10;i++)) 235 F7§,seq 1 10

for W4~ in gkl 32 3k3 do

ol

WHE Y A

e while o], until o] & ul] 714, break, continue, exit, return
while [ Z+]do

ek

done

s eval; TAE S HHTLZ A4S A ¥
e printf;
* set7} $(8 )

EAG U AN

EAG = 2%

“EAG = EAE2 [T Aol ged

“EAGD = R AL F BRI D] 24 o

N EAE” £ 24 o] NULL( £ 41 )e] of @ 2
2" EA G F A o] NULL(Y £ <)ol Wl
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OpenSSH

e apt-get -y install openssh-server
e port 22/tcp
e systemctl restart/enable/status ssh

Name Server

DNS(Domain Name System) Server
7074
o apt-get -y install bind9 bind9utils
o [etc/bind/named.conf.options
* recursion yes;
= allow-query { any; };

A vl 443
Ahg b 23}
TAL-eq 22| F FA(EE M) o) o
TA1 -ne 22| F A (EE w0 2R ko F
TAL-gt =42 |4l1e] AT &
TA1 -ge FA2|F Aol AV Zod I
FAL-t A2 Ao oW
TA1 -le A2 |FA Lol AV Zod I
1= A o] ARlol2td

sg =274
$gzA |2
-d stdol & [stdel HE e et 3
-e 3t ol & |3td o] EA3HHE
fotdelE [ghde] gt s golH
-9 3t o] & |9t o set-group-id7F A= W 3
- 3tdelF st o] ¢l 7] Thsol |
-s gt ol F |3t 27]7F0¢0] ofd F
-U 3t o] & |t L ol| set-user-id7} A EH W 3
W IFd o] F |3t o] 27] 75 Ejol |
X 5t o] & |std o] A¥ 7hs AdEjelw

o systemctl restart/enable/status bind9

o port 53

o dig @] YA WIP 23] ZURL
uFAE U A H

o [etc/bind/named.conf

o named-checkconf

Mail Server

e SMTP(Simple Mail Transfer Protocol), POP(Post Office Protocol), IMAP(Internet Mail Access

Protocol)
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e Sendmail
o apt-get -y install sendmail
o apt-get -y install dovecot-pop3d
o [etc/mail/sendmail.cf
o [etc/mail/access
o [etc/dovecot/dovecot.conf
o /etc/dovecot/conf.d/10-mail.conf
o systemctl restart/enable sendmail
o systemctl restart/enable dovecot
o B EFHE g
o apt-get -y install dovecot-imapd lamp-server
o apt-get -y install roundcube
o [etc/apache2/conf-enabled/roundcube.conf
o [etc/roundcube/config.inc.php
e Postfix
o U AAH AE HA

N\

Database Server
e MySQL, mariaDB
Web Server

e LAMP
e Apache2
* nginx

Firewall

e ufw [Ubuntu] &% =13 (UFW) 24
e iptables ¢-& % 39 731E 95t &% IPtables A 4™ - DDoS ®}o] 28+
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